MpocmoTp n aHanus noros RDP nogkntoueHun B Windows

http://winitpro.ru/index.php/2018/09/25/analizing-rdp-logs-windows-terminal-rds/

B 3T0M cTaTbe Mbl paccMoTpum, ocobeHHocT ayamTa / aHanusa noros RDP nogkntoveHunii 8 Windows. Kak npasuno,
OnMCaHHble MeTOAbl MOTYT NPUTOAUTLCA MPU PaccaefoBaHUM PA3NINYHbBIX MHLMAEHTOB Ha TepMUHaNbHbIX / RDS
cepsepax Windows, Koraa oT CMCTEMHOTO agMUHUCTPaTOpa TpebyeTca NpesocTaBUTb MHGOPMaLMIO: Kakne
nonb3oBaTesnn BXoauau Ha RDS cepBep, Korfa aBTOpU30Ba/CA U 3aBEPLUM/ CEaHC KOHKPETHbI No/ib3oBaTe b, OTKyAa /
C KaKkoro ycTtpoiicTtea (uma unm IP agpec) noaxkntoyanca RDP-nonb3oBatens. A aAymato, atTa MHbopmaLums byaeT nonesHa
KaK AN aAMUHUCTPATOPOB KOpnopaTuBHbIX RDS depm, Tak 1 Bragensuam RDP cepsepos B nHTepHete (Windows VPS
KaK OKa3asioCb [0BOJIbHO NOMYAAPHbI).

CraTba npumeHUma npu nccaesosaHmm RDP noros kak 8 Windows Server 2008 R2, 2012/R2, 2016, Tak 1 B
COOTBETCTBYIOLLMX AecKTonHbIX Bepcuax Windows (Windows 7, 8.1, 10).

Kak n gpyrue cobbitma, norn RDP nogkntoveHms B Windows xpaHAaTca B XypHanax cobbiTnin. OTKPOMTE KOHCO/1b
YKypHana cobbiTnin (Event Viewer). ECTb HECKO/IBKO Pa3/IMYHBIX }KYPHA/IOB, B KOTOPbIX MOXKHO HalT1 MHdOpMaLMLo,
Kacatowytoca RDP nogkntodyeHumA.

B »kypHanax Windows coaeputca 6oablloe Konnmyectso MHGOPMaLMKM, HO BbICTPO HATU HY»KHOe cobbiTue ObiBaeT
[0BO/IbHO C/I0XKHO. Koraa nonb3osaTtens yaaneHHo noakatovaetcs K RDS cepsepy nnm yaaneHHomy ctony (RDP) B
)ypHanax Windows reHepupyeTcsa MHOro cobbIThit. Mbl pacCMOTPUM KypPHasbl U COObITUA Ha OCHOBHbIX 3Tanax RDP
NOAKNIOYEHUSA, KOTOPbIE MOTYT BbITb MHTEPECHbI aAMUHUCTPATOPY:

Network Connection
Authentication

Logon

. Session Disconnect/Reconnect
. Logoff
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1. Network Connection: — ycTaHOBAeHKWe ceTeBOro noAkatoueHme K cepsepy oT RDP KnveHTa nosib3oBaTtens.
CobbiTne ¢ EventID — 1149 (Remote Desktop Services: User authentication succeeded). Hannume atoro cobbiTus
He CBUAETeNbCTBYET 06 ycnewHon ayTeHTUGUKALMM NOAb30BaTeNA. ITOT KyPHaAN HaXoAUTCA B pasgene
Applications and Services Logs -> Microsoft -> Windows -> Terminal-Services-RemoteConnectionManager ->
Operational. BkatounTe puabTp no gaHHomy cobbituto (MKM no kypHany-> Filter Current Log -> Eventld 1149).

B e, L'ate ana | 1ime »0Urce EVENT ILF 135K ..
b L Stasmgeipaces-Managementhgent 24,09,2018 16:18:33 Termin.. 1148 MNone
b StorDiag {()information  24.00.2018 16:12:27 Termirt... 261 Mone
- - (i)information  24.00.2012 16:17:57 Termin.. 261 None
A (D)information  24.09.2018 16:16:55 Termin... 261 Mone
[[: - i:f:;f:guler (i) information  24.09.2018 16:04:32 Termin... 1149 None
b : TCRIP . @Information 24.09.2018 16:04:31 Termir... 261 Mone
b | TerminalServices-ClientActiveXCore Fﬂterﬂljtent[‘dg .
[ || TerminalServices-ClientlUSEDevices —— — —— :
- | TerminalServices-LocalSessionManager Filter | XML
b [ TerminalServices-PnPDevices
p [ TerminalServices-Printers LoHgECe |A”}" time 'V|
Fie éT_e|rr'Ar1;naI.Services-RemoteCc-nnectionMan; Event levek Cliciteal ) Wi [ \esboce
& Admin
£5] Operational [1Error [ Information
_| TerminalServices-ServerlSBDevices
| TerminalServices-SescionBroker-Client Event logs: ]I"dlcrc:sc:ft-'x".'intlcw:-Termin.alEer-.-'lce:-RemctE'T |
_' TerminalServices-TSAppSrv-TSMSI Eventsources J El
| TerminalServices-T5AppSrv-TSVIP

TerminalServices-TSFairShare
| TZSync Includes/Excludes Event |Ds: Enter ID numbers and/or 1D ranges separated by commas. To
TZUtl exclude criteria, type a minus sign first. For example 1,3,3-99,-76

UAC
UAC-FileVirtualization 1149

Ul-Search Task category: ]
Uzer Control Panel
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B pe3ynbTaTte y Bac NONYYUTCA CMMCOK C UcTopuei Bcex ceTeBbix RDP noakntoueHmin K aaHHomy cepsepy. Kak Bbl
BMANTE, B JIOrax YKa3blBaeTCA MMsA Nob30oBaTens, AomeH (ucnonbsyetcs NLA ayTeHTUdMKALMA, NPU OTKIHOYEHHOM
NLA TeKcT cobbiTus BbIrNaauT nHave) u IP agpec KomnbloTepa, ¢ KoToporo ocyllectensetcs RDP noakntoveHue.

7 sunayebpaces-Driver ~ || =7 Filtered: Log: Microsoft-Windows-TerminalServices-RemoteConnectionManager/Operational;
> || StorageSpaces-ManagementAgent
- | StorDiag Level Date and Time Source Event D TaskC.. |~
s || Store-Licensing @Information 24,09.2018 16:18:33 Termin.., 1148 Mone I
» | StorPort @Information 24.09.2018 16:04:32 Termin... 1145 Mone
b | Superfetch @Information 24.09.2018 13:29:03 Termin.., 1149 MNone
» [ TaskScheduler i 24.00.2018 15:20:48
+ [ TCPIP (i)Information  24.09.2018 15:06:33 Termin... 1149 Mone
» (] TerminalServices-ClientActiveXCore (Dinformation  24.09.2018 14:45:26 Termin.. 1149 None
» I TerminalServices-ClientUSBDevices (iJInformation  24.09.2018 13:06:31 Termin... 1149 None
» [l TerminalServices-LocalSessionManager (Dinformation  24.09.2018 11:56:22 Termin... 1149 Mone v
s | TerminalServices-PnPDevices
. 1 TerrinalServices-Printers Event 1148, TerminalServices-RemoteConnectionManager X
1 || TerminalServices-RemoteConnectionManager g ot |
General i

& Admin Details

| Operational - —
o Bl TeminalSenicas:SenerlSBOSicss Remote Desktop Services: User authentication succeeded:
B _ TerminalServices-SessionBroker-Client biser - atnikow
> | TerminalServices-TSAppSnv-TSMS! Domain: CORP
+ [ TerminalServices-TSAppSre-TSVIP Source Network Address: 10 1.55
» || TerminalServices-TSFairShare
= [ TZSyne
» L] TZUil Il | Log Name: Microsoft-Windows-TerminalServices-RemoteConnectionManager/Operationa
b3 — UAC ‘ Source: TerminalServices-RemoteCo Logged: 24.09.2018 15:20:48
3= UG FileVitaltion = Event ID: 1149 Task Category: MNone
+ ] Ul-Search ‘ i e v 5
» | User Control Panel i Al DR
B UserBrofile Sanvics Usen METWORK SERVICE Computer. ts-co

2. Authentication: — ycnewHasa nam HeycnelwHasa ayTeHTUPUKALMA NONb30BaTENA HA cepBepe. KypHan Windows ->
Security. COOTBETCTBEHHO HAaC MOryT MHTepecoBaTb cobbiTusa ¢ EventID — 4624 (ycnewHasa ayTeHTUbUKauma —
An account was successfully logged on) nnmn 4625 (owmnbka ayteHTMdMKaumm — An account failed to log on).
ObpaTtuTe BHMMaHKe Ha 3HavyeHue LogonType B cobbiTuun. Mpu BXxoge Yepes TepMUHaNbHYH ciy»Kby RDP —
LogonType = 10. Echu LogonType = 7, 3HauuT BbINOJIHEHO NepenoaK/loYeHUe K yKe nmetoweinca RDP ceccun.

& Computer Management
File: Action View Help

e
& Computer Management (Lacal } 2F Filtered: Log: Security; Source; ; Event [ 4624, Number of events: 2 569 Achm\s
4 [’r& Systemn Tools I n :
b @ Task Scheduler 1 Keywords Date and Time Source Event ID  Task Category |~ | Secun_t_y

I L Custom Views
a [ni Windows Logs mﬁ)m,—k |
5’_,—_| Application
& Security ACCOUNT Uomain: LURF
] Setup Logen ID: D3ET

- System

Logon Type: 10 L
§T| Forwarded Events
4 [ Applications and Services Logs Impersonation Level: Impersonaticn
&) Hardware Events =
= MNew Legon:
| Internet Expl
& intemct Boplorss: Security ID: CORI
g;] Key Management Service Accorint Mame: =R
b Ll McAfee Anti-Virus File System Fi Account Domain: CURP =
a [ Microsoft Logon ID: x5E50F261
4 Windows Logon GUID: {00000000-0000-0000-0000-000000000000}
I [ All-User-Install-Agent
3 Aok Process Information:
b J petlost Process |D: 1468
B ApplD Process Name: ChAWindows\System32'winlogon.exe
b | ApplicabilityEngine
b | Application Server-Appli Metwork Information:

1 ] Application-Experience Warkesation R

: S Network Address: 10, ]
- | ApplicationResourceMan| Al & =
| Applocker Log Name: Security
4 J AppMod.el-Runtlme Source: Microsoft Windows security  Logged: 24.09.2018 16:18:39
> || AppReadiness

Event |D: 4624 Task Category: Logon
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Mpu 3TOM MMA NONb30BaTENA COAEPXKUTCA B ONUCaHUKM cobbiTuA B Nosie Account Name, Mms KoMmnbioTepa
B Workstation Name, a uma nonb3sosatena B Source Network Address.

ObpaTtnTe BHMMaHWe Ha 3HayeHue nosA TargetLogonlD — 370 YHMKaNbHbIN MAEHTUPUKATOP CECCUM NOIb30BATENSA C
NMOMOLLbIO KOTOPOTO MOKHO OTC/IEXKMBATb Aa/IbHENLIYIO aKTUBHOCTb ZAaHHOTO NoJib3oBaTens. OAHAKO NPW OTKAKYEHUM



oT RDP ceccum (disconnect) n noBTOpHOro nepenoak/itodeHns B CECCUIo, NoJib30BaTeNto byaeT BblgaH HOBbIN
TargetLogonID (xoTa RDP ceccus octanach TOM e camon).

Bbl MOXKeTe NoNYyYNTb CMMCOK COBbITUIA yenellHbiX aBTopu3aunii no RDP (cobbiTne ¢ EventlD — 4624) c NOMOLLLbIO TaKoM
KomaHapbl PowerShell.

Get-EventLog security -after (Get-date -hour @ -minute @ -second @) | ?{$_.eventid -eq 4624 -and $_.Message
-match 'logon type:\s+(1@0)\s'} | Out-GridView

Administrator: Windows PowerShell

ridview
PS C:\Windowsisystem32> Get-EventlLog security -after (Get-date -hour 0 -minute 0 -second 03 | ?{5_ _eventid -eq 4624 -and

%_.Message -match "logon type:lds+(10X\s’} | Out-Gridliew

PS C:\Windowshsystem32>

~ Commands X |

"Togon|~

Modules:

Index | Time EntryType | Source | InstancelD | Message ki
An account was successfully logged on.
Subject: =
Security [D: £-1.5.18
3074024 25002018 122140 Successbudit Microsoft-Win.. 4624 Accoint Name,
Account Domain: CORP
Logon 1D: 0x3e7
Logon Type: 10
An account was ;L.ICEESS?I;I‘HY logged on.
Subject:
Security |D: $-1-5-18
7 % X Account Name:
3 25.00.2018 12:21: 5 i rosoft-Win..
3074023 25002018 12:21:40 SuccessAudit - Microsoft-Win, 4624 P CORP
Logon 1Dt 03e7

Logon Type: 10

An account was successfully logged on.

3. Logon: — RDP Bxog B cuctemy, cobbiTMe NosABAAIOLLEECA NOC/E YCNEWHON ayTeHTUOMKALMN NONb30BaATENA.
CobbiTne ¢ EventID — 21 (Remote Desktop Services: Session logon succeeded). 3ToT }KypHan HaxoauTcA B

pasgene Applications and Services Logs -> Microsoft -> Windows -> TerminalServices-LocalSessionManager ->
Operational. Kak Bbl BUANUTE 346€Cb MOXHO y3HaTb aeHTUdMKaTop RDP ceccum ana nonbsosatena — Session ID.

Computer Management

mn View Help

1 B

k — StorDiag “ |l Level Date and Time Source Event ID Task Cate
b L] Store-Licensing () Information 24,00.2018 17:05:04 TerminalSe... 40 None
b L StorPort (D) Information 24,09.2018 16:57:18 TerminalSe... 24 None
b= i”p:srf‘:cgl (i) Information 24.00.2018 16:57:18 TerminalSe... 40 None
= T::spmc Eauer () Information 24.00.2018 16:57:18 TerminalSe... 39 None
E = TerminalServices-ClientActiveXCore @Infnrmation 24,00.2018 16:18:44 TerminalSe... 22 Mone
B L TerminalServices-ClientlUSBDevices . A .
. . . . @Infnrmatmn 24,09.2018 16:18:39 TerminalSe... 42 MNone
4 || TerminalServices-LocalSessionManager
5.—|Admin @Infnrmation 24,09.2018 16:18:39 TerminalSe... 41 Mone
'—l Operational @Infurmation 24,09.2018 16:09:33 TerminalSe... 24 Mone
i : ¥
B | TerminalServices-PnPDevices - - -
b (7] TerminalServices-Printers Event 21, TerminalServices-LocalSessionManager
4 [ TerminalServices-RemoteConnectionManager General | Details
& Admin
- 'I"—l O.[:lerlastior!al . USEDevi Rermote Desktop Services: Session logon succeeded:
[ L1 Terminalsenvices-server EVICES
b [l TerminalServices-SessionBroker-Client User: CORPAC
b (] TerminalServices-TSAppSrv-TSMSI Session ID: 177
b T TarminalConrieor.TEAmnEnr TEUID Scurce Network Address: 10.2

CobbiTne c EventID — 21 (Remote Desktop Services: Shell start notification received) o3HauaeT ycneluHbIin 3anyck
obon04ukm Explorer (nosiBneHne okHa paboyero ctona 8 RDP ceccun).

4. Session Disconnect/Reconnect — cobbiTuA OTKAOYEHNA / NepenoAKNOYEHMS K CECCUN MMEIOT pasHble Koapl B
3aBUCMMOCTM OT TOTO, YTO BbI3BAJIO OTK/IHOYEHME NOIb30BaTeNs (OTKIOYEHME MO HEAKTUBHOCTU, BbIGOP MYyHKTa
Disconnect B ceccuu, 3aBepeHne RDP ceccum gpyrmm nonb3oBaTenem UamM agMUHUCTPATOPOM U T.4.). ITU
cobbITMA HaxoaATcA B pasgene KypHanos Applications and Services Logs -> Microsoft -> Windows ->



TerminalServices-LocalSessionManager -> Operational. Paccmotpmm RDP cobbiTus, KoTopble MOryT 6biTb
WHTEPECHbIMU:

e EventID - 24 (Remote Desktop Services: Session has been disconnected) — nonb3osaTtenb oTkAtouMAcs ot RDP
ceccum.

e EventID - 25 (Remote Desktop Services: Session reconnection succeeded) — nosib3oBaTesib NepenoaKaUYnNICA
K cBoen umetoweinca RDP ceccum Ha cepBepe.

e EventID - 39 (Session <A> has been disconnected by session <B>) — nonb3oBaTtesib cam OTK/AOUYNACA OT CBOEW
RDP ceccuu, BbibpaB COOTBETCTBYHOLWMIA MYHKT MEHIO (a HE NPOCTO 3aKpbl/l OKHO RDP KauneHTa). Ecam
NAEeHTUOUKATOPbI CECCUIN Pa3Hble, 3HAYUT NOAb30BATENA OTKOUYUA APYroi NONb30BaTeNb (Man
aAMUHUCTPATOP).

e EventID - 40 (Session <A> has been disconnected, reason code <B>). 3aecb Hy}KHO CMOTPETb Ha KOZA NPUYMHbI
OTK/It04EeHMA B COObITUKN. Hanpumep:

o reason code 0 (No additional information is available)— 06bluHO roBOPUT O TOM, UTO NOJIb30OBaATE/b
NpPOCTO 3aKpbln OKHO RDP KaneHTa.

o reason code 5 (The client’s connection was replaced by another connection) — nons3soBaTtenb
nepenoaKItoYMICA K CBOEI CTapoi ceccuu.

o reason code 11 (User activity has initiated the disconnect) — nonb3oBaTenb cam Ha*kan Ha KHOMKY
Disconnect B meHto.

CobbiTne c EventlID — 4778 B kypHane Windows -> Security (A session was reconnected to a Window Station).
Monb3oBaTenb nepenoakaoumaca Kk RDP ceccum (nonb3osaTento BblgaeTca HoBbil LogonlD).

CobbiTne c EventlD 4799 B xypHane Windows -> Security (A session was disconnected from a Window Station).
OTkntoyeHune ot RDP ceaHca.

5. Logoff: — Bbixoa nonb3oBaTtens U3 cuctemsl. MNpu atom B KypHane Applications and Services Logs -> Microsoft ->
Windows -> TerminalServices-LocalSessionManager -> Operational pukcupyetca cobbitne ¢ EventlD 23 (Remote
Desktop Services: Session logoff succeeded).

~ || =7 Filtered: Log: Microsoft-Windows-Terminal5ervices-LocalSessionManager/Operational; Sowr

Level Date and Time Source Event ID  Task Categ..
@ Information 24,09,2018 13:04:228 Terminal5e... 23 Mone
@ Information 24.09,2018 1:25:43 Terminal5e... 23 Mone
@ Information 23.09,2018 21:27:51 Terminal5e... 23 Mone

Information 23.09.2018 19:40:05 Terminal5e...
@ Information 23.09.2018 17:55: M Terminal5e... 23 Mone
@ Information 23.09.2018 15:53:05 Terminal5e... 23 Mone
ﬁ'fl Information 23.09.2012 9:41:09 Terminal5e... 23 Mone |
< m >

Event 23, Terminal5ervices-LocalSessiocnManager

JEr General | Details

Remuote Desktop Services: Session logoff succeeded:

User CORPYI i
Session [0k 161

Mpwu aToM B *KypHasne Security Hy»kHO cmoTpeTb cobbiTe ¢ EventlD — 4634 (An account was logged off).

CobbiTne ¢ EventID — 9009 (The Desktop Window Manager has exited with code (<X>) B ykypHane System roBoput o
TOM, YTO NOJIb30BATE/b MHULMMPOBAN 3aBepLlieHne RDP ceccum, v okHO 1 rpadmueckuii shell nonbsosaTtens 6bin
3aBepLleH.

Huke npeactasnieH Hebonblwoi PowerShell, KOTopbili BbIrpy:KaeT 13 KypHanoB TepmuHanbHoro RDS cepsepa uctopuio
Bcex RDP nogKkntoueHul 3a TeKyLWMI AeHb. B nonyyeHHo Tabanue ykasaHo Bpems NnoakatoueHus, IP agpec KaneHTa u
umsa RDP nosb3osatens (Mpu He06X0AMMOCTM Bbl MOXKETE BK/IOUYNUTL B OTYET ApPYrMe TUMbl BXOL0B).



Get-EventLog -LogName Security -after (Get-date -hour @ -minute @ -second @)| ?{(4624,4778) -contains
$_.EventID -and $_.Message -match 'logon type:\s+(10)\s'}| %{

(new-object -Type PSObject -Property @{

TimeGenerated = $ .TimeGenerated

ClientIP = $_.Message -replace '(?smi).*Source Network Address:\s+([~\s]+)\s+.*',"'$1"

UserName = $_.Message -replace '(?smi).*Account Name:\s+([~\s]+)\s+.*"', '$1"'

UserDomain = $_.Message -replace '(?smi).*Account Domain:\s+([~\s]+)\s+.*"', '$1"'

LogonType = $_.Message -replace '(?smi).*Logon Type:\s+([~\s]+)\s+.*',"'$1"

})

} | sort TimeGenerated -Descending | Select TimeGenerated, ClientIP
, @{N="Username';E={"{0}\{1}' -f $_ .UserDomain,$ .UserName}} °

> @{N="LogType" ;E={

switch ($_.LogonType) {

{'Interactive - local logon'}

{"'Network conection to shared folder)'}

{'Batch'}

{'Service'}

{'Unlock (after screensaver)'}

{'NetworkCleartext'}

{'NewCredentials (local impersonation process under existing connection)'}
10 {'RDP'}

11 {'CachedInteractive'}

default {"LogType Not Recognised: $($_.LogonType)"}
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3
= Administrator: Windows PowerShell ISE
File Edit View Toolss Debug Add-ons Help

D& H & &5 8» 9 P B s 8 B oo & [E
Untitled1.ps1* X |

-iGet-EventlLog -LogName Sscurity —after (Get-date -hour O -minute 0 -second 0) T{(4624 4778) 5_ Ewer
= {new-object -Type PS0bject -Property €f
| TimeGenerated - i TimeGenerated

ClientIP 5_.Message "(Psmi). *Source Network Address:\s+([Ms]l+)is+.=" "§1°
UserName &_.Message Y'(?smi). =Account Name:\s+([AM\s]+)is+.*" "$1’
UserDomain {_ Message "(?smi).*Account Domain:\s+({[A%s]+)Ns+.#" "S§1°7
LogonType i_ . Message "£7smi) - TLogon Type:\s+{[M\s]H)\s+. =" "51°
1
[ sort TimeGenerated -Descending Select TimeGenerated ClientIP °
1 @iN-"Username’;E-{ {03\ {1}" % UserDomain i UserName}} °

@{N 'LogType';E {
switch (I_ LogonType) 1
2 {'Interactive - local Togon'}

1 3 {'Network conection to shared folder)'}
1 4 {"Batch"}
1 5 {'Service'}
2 8 7 {'bnlock (after screensaver)'}
i 8 {'NetworkCleartext'}
9 {"'MewCredentials (local impersonation process under existing connection)'}

10° {'RDP"}
11 {'CachedInteractive"}
default {"LogTyvpe Not Recognised: $(%_ LogonTwpe)"}
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TimeGenerated ClientIP Username LogType

25.09.

25.09.

25.09.7 11:59:29
25.09. 11:48:35
25.09,

25.09.

25.09.

25.09.

25.09.

25.09.

25.09.3

25.09.

25.09.

25.09.2

25.09.

25.09,

25.09,

25.09.

25.09.2

NHoraa 6biBaeT yaobHo ¢ noramm B Tabanue Excel, B aTom ciyyae Bbl MoKeTe BbIrpy3uTb ntoboi KypHan Windows B
TEKCTOBbIN $alin M MNopPTUPOBaTb B Excel. DKCNopT XKypHasa MOMKHO BbINOJHUTL U3 KOHcoM Event Viewer (KOHeYHO,
NPV YCIOBMM YTO JIOTY HE OUYULLEHBI) UM Yepe3 KOMAHAHYIO CTPOKY:

WEVTUtil query-events Security > c:\ps\security log.txt

Mnu Tak:



get-winevent -logname "Microsoft-Windows-TerminalServices-LocalSessionManager/Operational” | Export-Csv
c:\ps\rdp-log.txt -Encoding UTF8

CnuncoK Tekywmx RDP ceccuii Ha cepBepe MOXKHO BbIBECTM KOMAHAO0MN:
Qwinsta

KomaHaa Bo3BpallaeT Kak naeHtndpurkatop ceccum (ID), uma nonbsosatena (USERNAME)u cocToaHue
(Active/Disconnect). 3Ty KomaHay yao6bHa Mcnonb3oBaTh, KOraa Hy»Ho onpeaenuts ID RDP ceccum nonb3oBatens
npu TEHEBOM NOAKIOUYEHUN.

PS C:Windowsssystemd2> quwinsta
SESS TOHHAME
SErvices
console
rdp-tcp#29%
rdp-tcp#78

STATE TYPE DEVICE
Disec
Conn
Active
fictive
Disc
Disc
Disec
Disc
Disc
fictive
fictive
Disc
Disec
*rdp-tcp#b? fictive
rdp-tcp Listen
PS C:\Windowsksystemdds> _

Pt

o

rdp-tcp#b3
rdp-tcp#37

USERHAME

| —
I
I
]
I
L ]
——
———————————
I

CnuncoK 3anylLLeHHbIX NpoLeccoB B KOHKpeTHoW RDP ceccum (yKasbiBaetca ID ceccum):

gprocess /id:157

e Select Administrator: Windows Pc

: yste qprocess Jf1d:
USERHAHE SESS I0OHHAME IHAGE
Cunknown) Prdp-tep#?d CSFS5_EXE
system rdp-tcp#i8 winlogon.exe
Cunknownl rdp-tcp#?l dum.exe
Cunknown) rdp-tcpiid taskhostex_exe

Cunknown) rdp-tcp#il rdpclip.exe
Cunknownl rdp-tcp#il rdpinit.exe
Cunknown) rdp-tcpiid rdpshell._exe
Cunknown) rdp-tcp#il ' r.exe
systemn rdp-tcp#il logonui.exe

PS5 Co\Windowshsystem3d> _

Ha RDP-knuneHTe normn He Takne nHGopmMaLMoHHbIE, OCHOBHOE YeM YacTo MoJib3ytoTca MHbopmauma ob nctopum RDP
NOAKNOYEHUI B peecTpe.



